
PROTECTING ‘MADE IN ITALY’ PRODUCTS
SAFEGUARDING BRAND, BUSINESS
AND CONSUMERS
Anti-counterfeiting
technologies and solutions

GUARANTEE QUALITY,
PROTECTING PRODUCTION

AND DISTRIBUTION
AGAINST FAKE PRODUCTS

• Counterfeiting means black market, grey 
market and Italian sounding market: 
description of the phenomena and their 
impact on Made in Italy business

• Implementing tracking and tracing 
systems in your company: how and why

• Anti-counterfeiting technologies: 
 solutions that work and the pros and 
 cons of each one

• From anti-theft solutions to the Internet of 
Things, what markets are looking for from 
brands

INNOVATION GUIDES - No. 3

FAKE



CLOTHING

Anti-counterfeiting systems are not simply 
about protecting Italian products and the 
famous “made in Italy” label that continues 
to exert its appeal on all world markets. 
It's also about safeguarding jobs in supply 
chains, protecting businesses from criminal 
and financial risks and, increasingly 
frequently, retaining the trust of consumers 
and even safeguarding their health. 
Anti-counterfeiting systems not only protect 
consumers from fake products, they also 
protect the quality of the production and 
distribution chain, allowing consumers to 
rely on receiving truthful information

Defending the excellence, quality or uniqueness 
of a product means protecting consumers 
and the business. Rather than merely harming 
brand reputation, fake branded goods, replicas, 
and counterfeit food products erode the bottom 
line in the best case scenario, and can even lead 
to a serious threat to the health of consumers 
in the worst cases. Since they evade the 
quality and conformity checks prescribed by 
legislators, the use of counterfeit medicines 
or medicines that are not produced in 
compliance with regulations can have 

serious repercussions on consumers' health. 
What's more, unscrupulous individuals operating 
outside the law frequently exploit illicit labour 
and subject their workers to unacceptably harsh 
working conditions. This is why governments 
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Counterfeiting of the Made in Italy brand is becoming 
increasingly widespread, causing serious damage to the Italian 
economy.  According to Censis, the counterfeit products market

removes, in Italy alone, some 130,000 jobs
from the real economy and eliminates 

more than 5 billion euro of tax receipts. 

* Other goods includes a diversified range of 
products, including batteries, adhesives, designer 
objects, manuals, documents and pesticides
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In 2014 the EU issued counterfeiting data for member 
states; 35,568,982 suspected counterfeit products 

were seized for a total value of 760 million euro. The 
authorities highlighted the danger of a phenomenon 

that affects multiple sectors. 
(Source: Customs Enforcement

Counterfeiting Report 2013/2014) 
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when considered in the context of an economic 
situation in which it is becoming increasingly 
difficult for many companies to guarantee the 
future of their business. Counterfeit products not 
only diminish the value of the Made in Italy tag 
with respect to national production output: they 
constitute a threat to the livelihood of all who 
work in the supply chains. The loss of business 
affects the bottom line, obliging companies to cut 
back on staff levels and investment.

WAR ON THE BLACK MARKET
Organisations operating outside the law 
frequently exploit adults and children, forcing 
them to endure unbearably harsh working 
conditions. In many cases undeclared labour 
and the black market go hand in hand, and 

are passing increasingly attentive and targeted 
legislation to address multiple aspects, including 
economic harm, loss of tax revenues and 
undesirable social consequences. In the case of 
Made in Italy products, statistical figures provide 
an overview of current trends: counterfeiting 
of Italian products is a serious impediment 
to the growth of businesses on the domestic 
and world markets, gouging millions of euro 
from Italian GDP every year. The most severely 
affected sectors? According to the most recent 
surveys issued by Censis, the most affected 
sector is fashion and accessories (2.5 billion 
euro), followed by infotainment – CDs, DVDs 
and software – (1.8 billion euro) and finally food 
products (1.1 billion euro). With reference to 
the domestic market alone (hence disregarding 
counterfeit goods shipped abroad from Italy), the 
annual sales produced would be around 7.109 
billion euro. Sobering figures indeed, especially 

ADAS (independent provider of agricultural and environmental research and consultancy) estimates that up to 25% of 
all pesticides sold worldwide are counterfeit or illegal and that the associated trade is among the top ten most profitable 
activities for organised crime. Due to the high profit margin and the lack of harmonised legislation, counterfeit and 
illegal pesticides are a rapidly expanding area of business, with the adoption of increasingly complex strategies 
including repackaging and replacement to boost profitability. Chemical products that are not tested and not subject 
to statutory legislation can pose a serious threat to the health of farmers directly involved in handling the substances 
in question, with the risk of intoxication of consumers due to ingestion of contaminated foods; economic losses 
due to reduced crop yields, interruption of supply and reputation damage; environmental harm due to toxic effects 
on flora and fauna, and contamination of the soil. Illegal trade constitutes a major problem in the EU, which imports 
growing volumes of these substances, primarily originating from Asian countries. Unfortunately, despite the risks to 
consumers there is little or no mention of illegal and counterfeit pesticides in the voluntary standards endorsed, for 
example, by the BRC Global Standard for Food Safety. Taking account of this problem in the management of risk in 
the supply chain results in the clear understanding that a computerised management system would help to minimise 
the threat. A recent report of the Organization for Security and Co-operation in Europe recommends that governments 
should adopt actions on the national level to repress this form of trade.

FOCUS: IMPACT OF COUNTERFEITING IN PESTICIDES

?
GENUINE
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business of genuine 
Italian companies. 
According to Italian 
farmers’ association 
Coldirett i ,  Italian 
sounding products 
affect almost all types 
of Italian made products, 
from cold meats to preserves, wine, dairy 
products, oil, sauces and pasta: the ranking of 
the most counterfeited products is headed by 
cheeses, starting with Parmigiano Reggiano and 
Grana Padano, which, in the US, are replaced 
almost 9 times out of 10 by Parmesan produced 
in Wisconsin or California. There are many 
other cases of Italian-sounding cheese products 
harming Made in Italy business, including as 
Provolone, Gorgonzola, Pecorino Romano, 
Asiago or Fontina. Likewise, Italian sounding 
products that have nothing whatsoever to do 
with Italy also include the most prestigious 
Italian cold meats, from Parma ham to prosciutto 
di San Daniele, and also extra virgin olive oil 
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even though we currently lack systems able to 
reveal the numbers involved, the information we 
can glean points to very high numbers.

WAR ON THE GREY MARKET
Another phenomenon that contributes to a 
lack of information transparency and harms 
the supply chain and consumers is the grey 
market. What is it? The expression ‘grey 
market’ essentially refers to the distribution 
of products through unauthorised channels 
or channels other than those approved by 
the brands concerned. In practice, part of 
a company's output escapes from its control 
because the products are sold outside official 
circuits through channels that are unlikely to 
offer a level of support or quality of service in line 
with the policies of the brand company. Prices 
too tend to differ from the prices agreed between 
the brand and its official distribution channels. 
This phenomenon results in the emergence of a 
parallel market that greatly harms the brand by 
eroding its profit margins. Consumers in the grey 
market are unprotected: the brand loses sales 
and is forced to relinquish control of its supply 
chain.

DEALING WITH THE ITALIAN 
SOUNDING PRODUCTS MARKET
The strategy of exploiting brand notoriety 
through parasitic marketing is widely used by 
counterfeiters. Using the name of a famous 
designer by changing a single vowel or consonant 
with respect to the original brand is one well-
known such technique. In the agri-food sector the 
spread of the phenomenon of Italian-sounding 
products, meaning the use of geographical 
indications and designations of origin, 
images and logos that are evocative of Italy 
to promote and market products originating from 
different countries has a significant impact on the 

A label is insufficient to protect 
brands and consumers. While brand 
protection can be achieved ONLY by 
identifying the product in a CERTAIN  

and UNEQUIVOCAL manner so 
its authenticity can be proven, 

protection from the parallel market 
can be achieved EXCLUSIVELY BY 

TRACING the product history as it 
travels through the supply chain. 

Obviously, product authenticity 
certification is all the more efficient 
if consumers are able to check the 

originality of products for themselves.

MEANS POSITIVE IDENTIFICATION
OF THE PRODUCT

? !
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Anti-counterfeiting is a strategy that uses 
identification techniques which, to be functional 
and practical, must allow tracking & tracing 
of information. This information, recorded in a 
database, can be retrieved, consulted and shared 
at any time. The following are just three of the 
reasons for the importance of implementing an anti-
counterfeiting solution:

1) Protection of brand awareness and business
The value of a brand is an asset that distinguishes 
a company that aims for excellence and renown, 
creating the status symbol identity that helps 
to generate business. In this context, it's worth 
remembering that purchases are often driven more 
by emotional identification with the brand than the 
intrinsic value of the product. Competing companies, 
especially based in emerging economies, exploit the 
investments and creativity of the brand leaders to 
erode their market shares by producing evidently fake 
products or products that closely resemble the products 
of the brand they are attempting to imitate. In this case, 
anti-counterfeiting measures provide a tangible aid to 
name-brands by helping them maintain their position at 
the top of the reference segment.

2) Consumer protection
Consumers take account not just of the price of the 
product but also of its quality and only decide to 
make a purchase when they're sure they’ll receive 
a viable quality product and/or service. Moreover, 
today's consumers are more informed and they tend 
to seek information before looking for a product. 
Anti-counterfeiting is based on technologies that 
can prove (and certify, in the most advanced 
solutions) the truth of the information provided 
concerning origin, production process, components 
or ingredients, all details that constitute the 
differentiating value of a product or service.

3) Protection of authorised channels 
In the case of the grey market anti-counterfeiting 
solutions also protect the portion of production 
that has been routed away from the authorised 
distribution channels to create a parallel market that 
produces serious damage to the brand, eroding 
profit margins and generating conflict with the 
official sales network.
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and preserves such as San Marzano tomatoes, 
which are now produced in California and sold 
throughout the US, or products containing 
tomatoes grown in China and sold all over the 
world. One thing is sure: in a highly globalised 
world economy where the direct relationship 
between producer and consumer has been 
fractured, it is increasingly important – also for 
ethical, religious and food tolerance reasons 
– to be sure of the composition and origin of 
everything we buy and consume. It's hardly 
surprising that the topic of product tracking and 
tracing was one of the focuses throughout EXPO 
2015, under the motto ‘Feeding the planet, 
Energy for life’, aimed at changing the quality 
of food culture linked to greater transparency 
of the information and services that accompany 
the products destined for our kitchens. The 
products tracking and traceability theme is 
also part of the "smartification" of objects 
associated with IoT technologies. In this 
context, making products smarter thanks 
to emerging new technologies means more 
information, guaranteeing transparency and 
clarity for the entire supply chain.

WHAT
THE REGULATIONS SAY
It should be noted that mandatory 
food labelling is tied to an EU regu-

lation of 22 November 2011 (1169/2011/EU) that 
has been transposed into law and, starting from 
2014, revised consumer information require-
ments in the food industry.
The obligation concerns the provision of more 
precise information on foods for consumers, 
with the requirement for comprehensible 
language showing details including origin, 
nutritional value declarations and allergen 
information, with precise specifications 

12.3
.15

ANTI-COUNTERFEITING:
HOW AND WHY
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concerning various product sizes and 
packaging types. The new rules cover products 
sold through all channels, including over 
the Internet. Food labelling requirements 
call for the implementation of several 
practices linked to more sophisticated and 
comprehensive information management, 
obliging all operators in the supply chain to 
use a set of supporting technologies that bring 
automation and smartness to their systems. 
Self-monitoring and process control in agri-
food companies are the initial step of this 
normative revolution, linked to food safety 
throughout the supply chain. Modern companies 
can safeguard their products using new and 
more effective technology designed to protect 
industrial property rights on the one hand, and 
consumers, on the other. 

WHAT TECHNOLOGIES
CAN BE USED TO COMBAT
THE FAKE PRODUCTS MARKET? 

There are several different technologies 
for unequivocal and reliable product 
identification. Each solution, however, must 
be considered in relation to its specific pros 
and cons. For example, while essential for track 
and tracing requirements and supply chain 
management in general, conventional barcodes 
cannot be used because they can be easily 
copied by anyone, so they offer no guarantee 
of authenticity. Conversely, there are certain 
technologies that can be used to identify 
products while also being non-reproducible 

codes invisible to the naked eye, created with 
nanoparticles and fluorescent ink. 
The real difference for all these technological 
solutions is the system intelligence because, 
if each element is integrated in a software 
application, anti-counterfeiting efforts are 
bolstered by the addition of another security 
barrier. The scopes and the application 
advantages are different.

Food products: a full range of information can 
be provided for animal or vegetable products, 
e.g. feeds and breeding location, insemination 
and harvesting systems, processing and storage 
methods, distribution times and criteria. 

Medicines: guarantees authenticity of 
pharmaceutical products and allows the 
introduction of additional information including 
expiry date and warnings.

Toys: certifies the origin of toys, protecting 
against the risk of giving children items that are 
not in compliance with safety regulations and 
items made using potentially hazardous parts or 
chemical substances.

Loyalty point collections: increases efficiency 
and reduces the costs of initiatives addressed to 
consumers.

Automotive spare parts: can be attached to 
the receipt to certify the use of new and original 
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so they can provide unequivocal 
identification of a product and guarantee 
its authenticity. The war on counterfeiting, 
in fact, calls for a massive commitment in 
terms of resources and strategies: holograms, 
watermarks and invisible inks have long been 
used successfully, but they’re not enough. For 
this reason in recent years these techniques 
have been joined by new technologies such as 
RFID tag and new two-dimensional codes: QR 



OVERVIEW OF TRADITIONAL
ANTI-COUNTERFEITING SOLUTIONS

WATERMARKS
Watermarks and microtext are two of the most well-
known traditional authentication systems and have 
been in use for many years to protect bank notes, 
documents, wine and spirits labels, and so forth. 
The technique involves the creation of miniaturised 
texts, visible only using sophisticated equipment, 
that are hard for counterfeiters to reproduce. The 
problem is that authenticity can only be checked 
by an expert using special equipment and so it is 
virtually impossible for consumers.

HOLOGRAMS AND TAMPER EVIDENT HOLOGRAMS
Holograms are part of a family of technologies 
known as DOVIDs (Diffractive Optical Variable 
Image Devices) that are highly visually appealing 
and contain colours that change depending on 
the angle of viewing. This is the main factor that 
prevents copying or imitation using conventional 
printing techniques or graphics software. Tamper 
Evident Holograms are a variant that deteriorates 
following a tamper attempt and is useful when 
the replacement of a hologram can change the 
value of a product and prevent its reuse. On the 
downside, the forgery process is relatively easy 
and authenticity can only be checked by an expert 
capable of recognising the original hologram. Once 
again, authenticity checking is extremely difficult 
for consumers.

OVIs AND TRACER INKS
Optical Variable Inks are made with pigments that 
change colour in accordance with the different light 
angles in which they are viewed. Used for invisible 
(to the naked eye) marking of different types of 
substrates depending on what they react to, i.e. 
the procedure or instrument that reads and reveals 
them, OVIs are divided into ultraviolet, infra-red, 
photochromic, luminescent and fluorescent. The 
problem is that authenticity can be checked only by 
an expert using special equipment and is virtually 
impossible for consumers.
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components offering a guarantee of safety.

Warranty: ensures that a product returned under 
warranty is effectively the product purchased 
by the consumer, thus eliminating the risk of 
switching with different non-original products.

Contests: prevents the distribution of counterfeit 
cards and tickets.

Fashion & Design: guarantees the purchase 
value, the uniqueness of the concept, the quality 
of workmanship and the value of products that are 
free of toxic and allergenic substances, strictly in 
compliance with statutory legislation, protecting 
the consumer’s purchase on the one hand and 
confirming the brand’s uniqueness on the other.

Waste collection: the unique identification 
associated with bags, bins and containers ensures 
that the waste charge is calculated correctly.

Document Management: in case of sureties, 
insurance contracts, bearer savings books and so 
on, the tags can make the difference in the service.

The following 4 solutions are the most advanced 
and functional available and are applicable also to 
very low cost products with a high value in terms 
of reputation and image: RFID/NFC, RFID/NFC + 
OTP, RFID + Fides Code and SixTrue.

1) RFID/NFC TAGS
RFID (Radio Frequency 
IDentification) technology is the 

most advanced version of AutoID solutions, 
embracing multiple different types of products/
solutions. The most popular of these are currently 
Ultra High Frequency (UHF) and Near Field 
Communication (NFC). Thanks to the long 
range reading distances (up to several metres) 
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UHF RFID tags are used in the world of logistics 
and waste collection, but they currently require 
dedicated scanners not available to consumers so 
they're employed in the professional sector where 
operators are equipped with specific reading 
devices. Conversely, thanks to the gradual 
adoption of NFC readers in smartphones and 
tablets, the use of this latter system is becoming 
more widespread among the general public. 
The internal memory of an RFID tag contains a 
unique and uneditable number (written at the time 
of creation of the chip in the factory); depending 
on the type of device this number is called the 
UID or TID: this is the de facto registration number 
of the chip, that makes it unique. RFID devices 
include systems to use the TID/UID to guarantee 
authenticity of the TAG without having to connect 
to internal or remote databases.

2) RFID/NFC TAGS + OTP
This technology effectively combines One Time 
Password (OTP) with RFID/NFC technology 
in order to boost the sharing of information. In 
practice, the HF/NFC tag is combined with 
an OTP solution: whenever the tag is read, 
in addition to its memory area containing the 
date the customer has chosen to include, it 
automatically creates a one-time code to be 
used as a password. This means that even 
if an intruder intercepts the link generated by 
the tag and attempts to redirect the browser to 
the address in question, since the link has been 
used once it will reject any further connection 
requests, just like the operation of a classic 
home banking system. Apart from its exceptional 
security, one benefit of this technology is its 
practicality since there's no need for a specific 
smartphone/tablet app for authenticity checking, 
so its use is facilitated because it doesn't call for 
any installation or downloads beforehand. The 
advantages are the same as those of the RFID/
NFC solution. The disadvantages? The costs: 
more than 1 euro per tag.

3) RFID+Fides CODE*
Thanks to an algorithm linked to the 
use of RFID tags, the codes assigned to 
each labelled object can be unequivocally certified 
by correlating the public and private code utilised 
for validation purposes, thereby guaranteeing 
that the product is genuine and the tags unique, 
without having to access a local or remote 

Thanks to the use of the RFID 
tag, any object becomes 
connected and interactive: 
identifying itself unequivocally it 
tells its unique story. By means 
of different tag reading systems, 
the information becomes acces-
sible and distributable.

HOW THE RFID WORKS

RFID reader

information
checkingRFID tag

GENUINE

PROS OF RFID TECHNOLOGY
• Cannot be duplicated/forged

• Readable with a normal smartphone/tablet 
   (if NFC enabled)
• With Fides Code* authenticity can be checked 
  without having to connect to internal or external 
  databases/servers
• Rewritable
• Readable even if not visible

CONS OF RFID TECHNOLOGY

• Relatively expensive 
   (eurocents in double figures for each tag)

• Requires a dedicated app and a connection 
   to a remote server to check authenticity
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the SixTrue system on a cloud. Irrespective 
of their location, consumers can read 
the information associated with the QR 
code using a smartphone app available 
from all app stores, which is used to check 
authenticity of the labelled products. 
The highly distinctive app logo is instantly 
recognisable. Simultaneously, SixTrue offers 
the certification required to provide unequivocal 
and absolutely inimitable confirmation of the 
identification sign associated with the specific 
individual product, distinct from all others. The 
SixTrue sign can distinguish each individual 
unit, allowing it to be recognised by the 
authenticity verification system. 
The product information database is associated 
with the signs. SixTrue signs can be applied to 
any type of product or substrate. The signs 
are activated by the brand only once they are 
applied to the product: without this activation 
stage a SixTrue sign is invalid. When the 
authenticity check is performed the consumer 
receives the information provided directly 
by the brand.  Since it can combine product 
authentication with the provision of product 
information, SixTrue can be used in a wide 
range of sectors.

You can create a SixTrue code on any printing 
line (flexo, digital, offset,…), with a completely 
unique sign for each single product. In the 
application process, microcapsules containing 
pure colour pigments are distributed randomly 
and then pressed into the substrate surface.

SIXTRUE PROS
• Cannot be duplicated/forged
• Low cost
• Readable with a normal 
smartphone or tablet

SIXTRUE CONS
• Requires a dedicated app and a connection 
    to a remote server to check authenticity 

database, and simultaneously guaranteeing the 
reliability of the information supplied.

4) THE SIXTRUE CODE
SixTrue is an innovative 
technology, used alongside 
biometrics for the unequivocal 

certification of a product to guarantee its 
uniqueness, exclusiveness, and history. How 
does it work? By combining a 2D QR type 
barcode and a sign composed of a series of 
minute marks randomly generated by patented 
special printing techniques. 
During the printing process, each mark is 
associated with a unique serial value that 
is encoded in the barcode: this makes it 
possible to obtain an absolutely unique and 
unrepeatable code, just like a fingerprint. And 
there's a big plus: consumers can use their 
smartphone or tablet to read the code and use 
a web portal to check the authenticity of the 
product they have just purchased. 
A video camera installed at the printing 
system outfeed records the images of the 
printed signs and transmits them to an image 
processing station for subsequent filing on 

Tracking refers to the process that 
accompanies each product from the start to 
the end of the production chain and makes 

it possible to store relevant information 
(tracking data) at each stage of the process 

through which the product passes. 
Tracing, on the other hand, refers to the 

opposite process in which information 
issued throughout the process is collected. 

Once stored in a database, these data 
can be retrieved and consulted at any time 

by operators with the necessary access 
credentials; the information can also be 

disclosed to final consumers. 

TRACKING AND
TRACING meaning
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A NEW TRACKING BILL

The European Commission has long been working on a project aimed at 
increasing the safety of consumer goods circulating in the single market 
and strengthening the supervision of all non-food products, including 
those imported from countries outside the Union. The goal? To ensure 
full tracking of goods and impose proportionate and measured obligations 

throughout the supply chain, from producer to importer and distributor. 
A bill for the protection of Italian made products was submitted before the Italian Parliament in the 
first quarter of 2016 by several MPs, including Stefano Quintarelli (Mixed Group), Paolo Coppola 
(Pd), Vincenza Bruno Bossio (Pd), Maria Chiara Carrozza (Pd) and many others. Approved by the 
Chamber of Deputies in April, the initiative incorporates three different bills presented in relation to 
the protection of Italian made products in the past. The bill introduces digital product certification 
that allows companies to track the entire made-in-Italy supply chain and certify products that are 
effectively Italian made. 
Introducing a principle of tracking and tracing, the system is innovative because it not only checks 
the identity and authenticity of a product to identify possible counterfeits, it also helps brands and 
law enforcement agencies to monitor parallel markets and any anomalies in the production and 
distribution processes. The difference with respect to analogous bills is the introduction of RFID 
technology, recommended by MPs to protect producers operating in Italy and consumers worldwide 
who choose to spend their money on a genuine 100% Italian product. 

Composed of a single article, to facilitate tracking and tracing of a product so that its authenticity 
can be checked, and to make the entire production chain transparent, simultaneously preventing 
phenomena of counterfeiting, fraud and tax evasion, the bill proposes digital tracking of products 
by linking Italian made products to a code that can be checked online. The code is stored in an RFID 
(Radio Frequency Identification) chip that contains information concerning the manufacturer, the 
product and the associated web addresses, or in a two-dimensional barcode containing the same 
information. The legislative process has yet to be completed. As mentioned, the text has currently 
been approved by the Italian Parliament, with the abstention only of M5S and without any opposing 
votes. Now it has to get through the Senate and will have to return to the Chamber of Deputies if any 
amendments are made. In the meantime the legislative campaign against imitations and counterfeits 
is under way. The code is issued to the manufacturer by certification agencies specifically authorised 
by the Ministry for economic development.
The Ministry has issued a decree defining the minimum requirements that certification agencies 
must meet to obtain authorisation, and also regulating their methods of operation and imposing 
penalties to be levied in the case of fraudulent activities.
Finally, the Agency for Digital Italy (AgID) will define the technical methods related to the issue 
of codes, the RFID chips and the two-dimensional barcodes, also supervising the activity of the 
certification agencies and creating a database containing the codes issued by the agencies.
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RFID TAGS



CONCLUSIONS
The drive to combat counterfeiting can be 
assisted by a new generation of unequivocal 
identification technologies that, thanks to 
automation and ever more evolved sensors, 
can help companies exploit the best information 
to protect the business and consumers from 
criminality and illegal commerce.
The success of the strategy depends on the 
quality of the tracking and tracing systems. 
In this context, in addition to functioning as a 
connecting platform, the WEB also becomes an 
integrated services platform that can be used in 
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ANTI-COUNTERFEITING MEANS
EXPLOITATION OF INFORMATION

IN MULTICHANNEL MODE, 
MANAGED LOCALLY OR VIA CLOUD,

TO SUPPORT THE BACK END 
AND/OR FRONT END

multichannel mode by static and mobile devices. 
Today, anti-counterfeiting constitutes an important 
chapter of the Internet of Things, forging links 
between co-workers, partners, customers and 
citizens through a new generation of integrated 
and optimally efficient communication technology. 
That explains the need for the services of expert 
system integrators, capable of performing detailed 
field tests and checks to assess feasibility of the 
solutions and the most suitable configuration 
types, choosing the best hardware time by time 
and then developing the necessary software for 
integration into the organisation's ERP system. 
That's how the Internet of Things helps brands to 
combat the counterfeit products market, improving 
the quality of the business and service supplied 
to final consumers and generating a value added 
connection. Indeed, the aspect that is truly changing 
in the process of world smartification is that digital 
intelligence has outgrown computers and can 
now be integrated into any object , allowing it to 
become an interactive touch point that enables 
communication between individuals, brands 
with consumers, public administrations with 
citizens, and corporations with their supply 
chains, all in a single and seamless solution. In 
this context, it should be noted that the key feature 
of the IoT is the exceptional level of circularity of 
ever more accurate and high quality information, 
allowing greater and deeper understanding of 
the challenges and requirements of co-workers, 
customers, consumers and 
citizens. In addition, thanks 
to the bi-directionality 
guaranteed by the most 
advanced technology, the IoT 
also makes it possible to 
listen and set up a complete 
communication process 
that is functionally efficient 
for the business.

ANTI-COUNTERFEITING 2.0

GENUINE



Tenenga Alliance Group develops and builds identification, tracing and tracking solutions using 
automated information collection systems that incorporate the best available technology on the market: 
from data collection to voice collection, and from image recognition to biometrics. Depending on the 
specific requirements of a company, the experts study different codification systems, choosing among 
various substrates (labels, tags and badges of different materials and sizes, including printer ribbons), 
helping organisations to cross the threshold of the Internet of Things with:

l one-dimensional barcodes (1D) l two-dimensional barcodes (2D)

l Rfid (RADIOFREQUENCY IDENTIFICATION) tags l sensors & e-beacons

l Nfc (NEAR FIELD COMMUNICATION) tags l smart cards & biometrics

Tenenga Alliance Group has a long history in the field of asset identification, tracking, tracing and 
management, helping companies in Italy and all over the world to streamline their processes and 
eliminate errors to maximise their efficiency. A team of hardware, software and networking experts 
designs and integrates automated management systems of superior functionality, solving all the related 
analysis and interaction aspects. A selection of devices from among top market brands (printers, 
barcode labels, RFID or NFC tags, 1D and 2D barcode readers, and interactive totems) is combined 
with services dedicated to the creation of innovative smart, interconnected and interactive objects and 
installations. Our clients can choose among solutions based on:

l hand-held or static barcode readers l mobile terminals

l wearable technology l RFID gates and tunnels

l inkjet & labelling system l voice solution

Tenenga Alliance Group helps companies re-engineer their processes and streamline their procedures, 
eliminating bottlenecks, system opacities and anomalies by means of evolved computerisation that 
uses Auto ID and the smartest technologies, and can be used on site or in cloud, in software As 
a Service mode. Thanks to the most highly developed Internet of Things, each object or subject 
is detected, identified and geo-located. Once they have been read, the data are processed and filed 
so that they become accessible using a detailed reporting system in relation to the associated service 
process. Depending on requirements, the persons in charge can consult the procedure at any time via 
the Web portal or via multichannel messaging systems (PC, smartphone, tablet, smart object, wearable 
device). Each stage of the project is covered by our experts:

l analysis l planning

l installation l maintenance

l OEM integration l technical support
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